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Trust Zero Trust

The willingness to be harmed by someonelthing No willingness to be harmed by anyone/thing

Dictionary: firm belief in the reliability, truth,
ability, or strength of someone or something.

No belief in the reliability, truth, ability,
Or strength of anyone / anything

So-called Zero Trust Thinking about trust

A misnomer | deceptive in nature Don’t trust “zero trust”

Aggregating risk in a smaller number of things
that are then de-facto trusted

In reality, we trust certain things/people for
certain purposes for periods of time

Conclusion: “Zero trust” is goblety goop — Don’t trust it
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\,Wm | have zero trust in their approach. ALL.NET

In large part, because they have 'zero trust' in their approach."



» http://all.net/ “Theorem 0 - | Exists (trust me)”

- We use computers - there is a non-zero consequence

* Thus we trust them (to some extent for some purpose)
- They are based on physics (a theory we trust)

* They operate in hardware (a mechanism we trust)

- They run software (mechanisms we trust)

« We use them (we trust ourselves)

« They communicate (a media we trust)

» All these were built by other people (we trust)
* They trusted other people

e We must trust - but what do we trust for what?

- How do we model it? Why would | ever have to do this:

chmod 755 usr/bin/pkexec

« How do we rely on it?
- What are its limits?
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PAM

What is “appropriately”?

We trust peoplelthings by giving them access Higher consequences - More trust (and access)

All access is associated with “privileges”
We have to manage that access appropriately

We should grant privileges only when needed
And only when the risks balance the trust

Note: Who do we trust to decide?

““““““““““““““
S

What is “Risk”? How do we balance trust and risk?

The variance in (envelope of) possible futures We can be ad-hoc or systematic

Hint: Systematic — why?
We take risks for rewards To be systematic we need to create a system
We “trust” to gain the rewards The system of trust and basis - “PAM”

Note: Complexity v. Granularity

Conclusion: “PAM” is about systematic trust with basis
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The standards of practice approach

http://all.net/SoP/SecDec/ControlArch4.html

Risk level
Sebsy (purposes)

Trusted based on

Business |Low

Historic behavior (e.g., credit rating and internal experiences) and group memberships (i.e.,
chamber of commerce, business groups, exchange memberships) or convenience

Business |Medium

Contracts, historical behavior, size (deep pockets), legal suitability

E

People |Low

Contracts and group membership, expertise, or transitive trust chains

People |Medium

Historical behavior,expertise, systematic background checks, and contracts

ﬁ

Systems |Low

Historical behavior, contracts, transitive trust chains (someone told me it was good, a magazine
review, etc.)

Systems |Medium

Historical behavior, transparency transitive trust chains (authors, reputations, reviews, etc. },
chain of custody, contracts

Content |Low

Transitive trust chains, transparency, metadata

Content |Medium

Historic behavior (of the source), transparency, chain of custody, group memberships (of the

author), credentials (of the author), contracts, metadata, form and format

ﬁ

Trust model - What is the basis for trust?

Management
Analytics
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Hint: The “basis” must include adjudication rules and adjudicators

And we have to trust them to some extent... and on and on



http://all.net/SoP/SecDec/ControlArch4.html

Sensors, fusion, and analysis
- Anticipated unconstrained future!
- Increased attention (and effort)

unconstrained future envelope

Anticipated unconstrained future

Making decisions

Executing decisions Verify made = executed

Separation of duties etc.

- Mitigation and adaptation .. NEW anticipated
—~ NEW normal . unconstrained

system futures
/

~ \ucreased attention .= _ 3 With various consequences
NS ' i ?{ > desired

""" 7 i ~ (constrained)
current T / system futures
system - NCEE o
situation {|[F: ¥ _ _——— — I

AL N\ /%::&< What consequences
model |« - \\/‘ require what trust?
state
granularity| Change time | i s

granularity |
rorr
constrained future envelope

time granlularity
-=bdaa ﬂiﬂ ________________ > planning

What are the metrics?
\

horizon

Management
Analytics

Copyright(c) Fred Cohen 2019-2022 - All Rights Reserved 2021-07-20-Forefront
Model-based situation anticipation and constraint ALL.NET




» Making decisions: .

- What about risk aggregation?

- What about separation of duties?

- What about change management? ke 8
Reasonable

- What about ... lots of other things

y EXGCUti ng dECiSiOﬂS Decisions are made by executives

Or delegated de-facto or otherwise Prudent

Imprudent

- Inventory
- Work flows Y

[

>

We place trust in all of these
- Cost vs. surety mechanisms - a net improvement?

- Matching surety to consequences

- Time vs. surety
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e Dye di|igence Situation dependent
Seriously considered

— Reasonable and prudent By an expert

In light of history
 Reasonable steps taken by a person in order to

satisfy a legal requirement, especially in buying
or selling something. [Oxford languages]

 The care that a prudent person might be expected
to exercise in the examination and evaluation of
risks affecting a business transaction [Findlaw]

» Reasonable and prudent

_ _ Too much »A
- Situation-dependent Unreasonable
Reasonable

- The right amount _
Just right >

- In relation to an undertaking,... [use of] skill, diligence, prudence and foresight...
reasonably and ordinarily ... exercised by a skilled and experienced person
complying with recognized standards and applicable laws in the same type of
undertaking under the same circumstances and conditions [Law Insider] PrUdent

Too little > | Imprudent

A
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Ownership and Board Cognitive System

Id image / Knowledge, theories, models of people, systems, and the World
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27Expectations and Influences™ Inherent

Relationships with others Building
relatively small number of close
relationships for mutual benefit and
success.

Influence, Direction, Influence on and
directions to outside actors =

PAM

After action reports and
Improvements Systematic
approaches and evaluation of
metrics and other mechanisms are
used to adapt over time.

el of detail required) Intimate because it's the same perg

100M+ protection bits On eaCh System E) Avoid unnec«_estsarygr hifhh risks, transfer as required for high loss avoidance, do
interesting things.
Often thousand or more systems

It’s unavoidable

rcing) (1) Operational continuity for paying customers, (2) growth, (3) opportunistic
ow effort activities, (4) long-term IP portfolioc monetization.

rvables) Make reasonable decisions not ignoring facts, but keeping consistent with
above issues.

Operational
Management

Wired L

ZDissonance | Move | Matchy
TAssociate | Directl

We cannot “manually” grant access
We cannot “manually” remove access

Determine and Apply external
structure
Analytics, Al, Human

Structural comprehension /
orchestration
SCADA, DCS, Al, HMI, Human

We trust people/things
By giving access

tPerceive Form | Drive

Capability | wired ¢ Human
d Capabilities Oper
We must give access e oots

Humans using computers as tools

To get the work done

=

tPerceive Feature | Drive Responsel

We cannot do it manually
So we must automate it

«Conditioned
Response—

PLC, Human, siEdlne

Infrastructure controls

Direct
We are forced to trust the mechanism S e et
O - bors B EE— uman and infrastructure actuators
Otherwise we cannot function inegratea i e
Communicated

TSensors | Actuators |

«Real-time Events— Ad

How do we manage the trust?

bors Physics Human and inf|
Circuits

Linkages ‘

Human
Oper
Yes

o -y o o~
*

Access management - automation |

PAM technology controls access

L A ~ L

-

Physical reality

B e i
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There are several levels of trust at issue:

- Trust the decision-makers (implied by their authorities)
- Trust the translation into PAM (how do we translate?)

- Trust PAM technology (the mechanisms of PAM)

- Trust deployed instances

~ Understand How the Business Works
| Protect | management | Mamsgement _archtecure | Securiy

* Duty to protect by management ,
« Risk management dictates trust levels
* Security management manages the people
« Control architecture sets the “rules”

» Technical security implements the mechanisms
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- Roles and rules

- Attribute-based

- Owner authorized
- Subject/object

- Possession-based
- Mixed models

* Inventory required

- Clearances, classifications, and compartments

Granularity and access control methodology

/ 4 b
giap Y 7 A g 7
” & : 1

Understand How the Business Works

Duty To Risk Security Control Technical
Protect Management Management Architecture Security

Keep the Business Working Well

Systematic comprehensive
nicture of the context

- Trust it?
» Workflows required

- Trust it?

Technical
Security

y

Change

Custody Overajching

Source

Intolerance Secrecy | Authenticate

Management
Analytics
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We don’t mitigate trust issues

- We address them with methodologies

Inventory Work flows Metadata|

* Trust models
e Trust basis E Frotective fechanisms
Adj u d i Cati O n I:-:w—ﬂ:;t :I:s::::::r-: profile - appearance - deception - depiction - cognition
Adapt least privilege - intrusionfanomaly detection and response
Redu nda ncy E Zij:r::rtr:ary access cunu.'ols-zuning . . -
Separation of duties |(emnses
Distance and time
Change control
* ... and more...

Interdict Perception:
React tracking - change - timeframe - fail-safe - fault telerance - human - separation of duties -
Risk disaggregation
centrol and data flows - digital diedes - firewalls and bypasses - barriers - mandatory |
In Use [Content and its business utility|
Matching surety to risk
- And technical controls...
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Suppose we just address privilege escalation?

- The question then is under what circumstances do we

 Escalate privileges to what? There will always be mechanisms
L They will be imperfect because...
 De-escalate privileges to what? They cannot be perfect!

chmod 755 usr/bin/pkexec

- How does this change anything?

* We need to know and control

— All of the same things

- The metrics are even more complicated

« Because the granularity is high
« And the implementation is distributed

- And technical controls... IF you want high leverage
i i i THEN it can be used for good or ill
* Which means identity management Learn to live with it

- Which means IdM systems and mechanisms

* Which means more trust issues
- And aggregation and control and ...
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The reality is you need to architect understanding trust

y o (p v | will still have to do this:
- But let’s just admit it... chmod 755 usr/bin/pkexec
* This is a lesson that will not be easilydearned

- Due diligence requires many reasonable and Prudent

decisions that are: Too much >~
Unreasonable
 Situation-dependent Reasonable
* Seriously considered Just right - .
* By an expert
_ _ _ Prudent
* In light of history Too little > | Imprudent

- Don’t trust the magic Zero Trust bullet '
* Be reasonable and prudent and get serious about PAM

Fred Cohen - CEO
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