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What is Zero Trust

Trust

The willingness to be harmed by someone/thing

Dictionary: firm belief in the reliability, truth, 
ability, or strength of someone or something.

Zero Trust

No willingness to be harmed by anyone/thing

No belief in the reliability, truth, ability,
Or strength of anyone / anything

So-called Zero Trust

A misnomer / deceptive in nature

Aggregating risk in a smaller number of things
that are then de-facto trusted

Thinking about trust

Don’t trust “zero trust”

In reality, we trust certain things/people for
certain purposes for periods of time

Conclusion: “Zero trust” is goblety goop – Don’t trust it

 "I have zero trust in their approach.
In large part, because they have 'zero trust' in their approach."
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We cannot live without trust!
● http://all.net/ “Theorem 0 – I Exists (trust me)”

– We use computers → there is a non-zero consequence
● Thus we trust them (to some extent for some purpose)

–  They are based on physics (a theory we trust)
● They operate in hardware (a mechanism we trust)

– They run software (mechanisms we trust)
● We use them (we trust ourselves)

● They communicate (a media we trust)
● All these were built by other people (we trust)

● They trusted other people

● We must trust – but what do we trust for what?
– How do we model it?

● How do we rely on it?
– What are its limits?

Why would I ever have to do this:
chmod 755 usr/bin/pkexec

http://all.net/
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What is Privileged Access Management

PAM

We trust people/things by giving them access

All access is associated with “privileges”
We have to manage that access appropriately

What is “appropriately”?

Higher consequences → More trust (and access)

We should grant privileges only when needed
And only when the risks balance the trust

What is “Risk”? 

The variance in (envelope of) possible futures

We take risks for rewards
We “trust” to gain the rewards

How do we balance trust and risk?

We can be ad-hoc or systematic

To be systematic we need to create a system
The system of trust and basis → “PAM”

Conclusion: “PAM” is about systematic trust with basis 

Note: Complexity v. GranularityNote: Complexity v. Granularity

Note: Who do we trust to decide?

Hint: Systematic – why?
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What kind of basis?
The standards of practice approach

http://all.net/SoP/SecDec/ControlArch4.html

Hint: The “basis” must include adjudication rules and adjudicators
And we have to trust them to some extent… and on and on

http://all.net/SoP/SecDec/ControlArch4.html
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Trusted for what?
Making decisions Executing decisions

With various consequences

NEW anticipated
unconstrained
system futures

NEW desired
(constrained)
system futures

planning
horizon

time

current
system
situation

model
state
granularity

unconstrained future envelope

Anticipated unconstrained future
→ Increased attention

→ Decisions

now then

constrained future envelope

time granularity

Change time 
granularity

Sensors, fusion, and analysis
→ Anticipated unconstrained future!

→ Increased attention (and effort)
→ Mitigation and adaptation

→ NEW normal

What consequences
require what trust?

What are the metrics?

Separation of duties etc.

Verify made = executed

Model-based situation anticipation and constraint
2021-07-20-Forefront
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What about limited trust?
● Making decisions:

– What about risk aggregation?
– What about separation of duties?
– What about change management?
– What about … lots of other things

● Executing decisions
– Inventory
– Work flows
– Time vs. surety
– Cost vs. surety
– Matching surety to consequences

Trust but verify?
But who shall check the checkers?

We place trust in all of these
mechanisms – a net improvement?

Decisions are made by executives
Or delegated de-facto or otherwise

Prudent
Imprudent

Unreasonable
Reasonable
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Due diligence (not negligent)
● Due diligence

→ Reasonable and prudent
● Reasonable steps taken by a person in order to 

satisfy a legal requirement, especially in buying 
or selling something.  [Oxford languages]

● The care that a prudent person might be expected 
to exercise in the examination and evaluation of 
risks affecting a business transaction [Findlaw]

● Reasonable and prudent
– Situation-dependent
– The right amount
– In relation to an undertaking,… [use of] skill, diligence, prudence and foresight… 

reasonably and ordinarily … exercised by a skilled and experienced person 
complying with recognized standards and applicable laws in the same type of 
undertaking under the same circumstances and conditions [Law Insider] Prudent

Imprudent

Unreasonable
Reasonable

Too much

Too little

Just right

Situation dependent
Seriously considered
By an expert
In light of history
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Organizational Decision-making Design

NOTE: Matching I/O and [timing→consequence] are critical 

Advice SharingDecide

Sense Act

Sense Act

Executive Decisions
 It’s unavoidable

Someone is in charge (legally)
We “trust” them by legal mandate

They need to make decisions
They can delegate, etc. but...

The buck stops there
Even if it is a committee

We “trust” the executives
By them making the decisions

 
But even if it were a majority vote

We still “trust” the voters 

We are forced to trust the deciders
Otherwise we cannot function

How do we manage the trust?

The organization must function

Management control → Trust

Access management → Human

Owners/Board/Execs decide
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PAM automates the execution (sort of)

The organization must function

Operational control → Trust (access)

Access management → automation

PAM technology controls access

PAM
 It’s unavoidable

100M+ protection bits on each system
Often thousand or more systems

We cannot “manually” grant access
We cannot “manually” remove access

We trust people/things
By giving access

We must give access
To get the work done

We cannot do it manually
So we must automate it

We are forced to trust the mechanism
Otherwise we cannot function

How do we manage the trust?
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How do we implement the mix with PAM
There are several levels of trust at issue:

– Trust the decision-makers (implied by their authorities)
– Trust the translation into PAM (how do we translate?)
– Trust PAM technology (the mechanisms of PAM)
– Trust deployed instances

● Duty to protect by management
● Risk management dictates trust levels
● Security management manages the people
● Control architecture sets the “rules”
● Technical security implements the mechanisms
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How do we implement the mix with PAM
Granularity and access control methodology

– Clearances, classifications, and compartments

– Roles and rules

– Attribute-based

– Owner authorized

– Subject/object

– Possession-based

– Mixed models

● Inventory required
– Trust it?

● Workflows required
– Trust it?

Systematic comprehensive
picture of the context
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How do we mitigate the trust issues?
We don’t mitigate trust issues

– We address them with methodologies

● Trust models
● Trust basis
● Adjudication
● Risk disaggregation
● Redundancy
● Separation of duties
● Distance and time
● Matching surety to risk
● Change control
● … and more...

– And technical controls...
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A much narrower view?
Suppose we just address privilege escalation?

– The question then is under what circumstances do we
● Escalate privileges to what?
● De-escalate privileges to what?

– How does this change anything?
● We need to know and control

– All of the same things
– The metrics are even more complicated

● Because the granularity is high
● And the implementation is distributed

– And technical controls…
● Which means identity management

– Which means IdM systems and mechanisms
● Which means more trust issues

● And aggregation and control and ...

There will always be mechanisms
They will be imperfect because...

They cannot be perfect!
chmod 755 usr/bin/pkexec

IF you want high leverage
THEN it can be used for good or ill

Learn to live with it
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PAM → Non-zero trust
The reality is you need to architect understanding trust

– But let’s just admit it…
● This is a lesson that will not be easily learned

– Due diligence requires many reasonable and prudent 
decisions that are:

● Situation-dependent
● Seriously considered
● By an expert
● In light of history

– Don’t trust the magic Zero Trust bullet
● Be reasonable and prudent and get serious about PAM

Fred Cohen – CEO
Management Analytics

fc@manalyt.com - 831-200-4006

Prudent
Imprudent

Unreasonable
Reasonable

Too much

Too little

Just right

I will still have to do this:
chmod 755 usr/bin/pkexec


