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SECURITY OF 
ELECTRONIC MAIL
Shirley Radack, Editor, Computer Security 
Division, Information Technology Laboratory, 
National Institute of Standards and Technology

Electronic mail (email) is an essential 
communications tool for many indus-
try, government, and academic organi-
zations. Email is popular and 
convenient for exchanging messages, 
data files, images, and sound clips over 
computer networks and especially 
over the Internet. Two principal com-
ponents, mail servers and mail clients, 
support the email processes. The mail 
server is the computer host that deliv-
ers, forwards, and stores the mail. 
Users interface with the mail client 
software to read, compose, send, and 
store email messages.  

Because they are vulnerable targets for 
attack by malicious intruders, both 
mail servers and mail clients must be 
protected. In September 2002, the 
National Institute of Standards and 
Technology (NIST) issued NIST Spe-
cial Publication (SP) 800-45, Guide-
lines on Electronic Mail Security, by 
Miles Tracy, Wayne Jansen, and Scott 
Bisker, to help federal agencies 
improve the secure design, implemen-
tation, and operation of their elec-
tronic mail servers and clients. 

NIST SP 800-45 describes secure 
practices for the installation, configu-
ration, and maintenance of mail serv-
ers and clients. Topics discussed in the 
guidelines include the security aspects 
of email standards, use of encryption 
standards, the security of the underly-
ing operating systems, and the filter-
ing of email content. The publication 
gives details on the use of devices such 
as firewalls, routers, switches, and 
intrusion detection systems to protect 
networks, and offers recommenda-
tions for managing the mail server in a 
secure manner using backups, tests, 
updates, patches, log reviews and 
records management practices. The 

appendices provide a glossary and 
information on mail-related standards 
and security tools. Also included in 
the appendices are discussions of the 
secure use of Microsoft, UNIX, and 
LINUX mail systems, references that 
are available in print and electronic 
format about protecting email sys-
tems, and a security checklist.  

Along with other guidelines and rec-
ommendations, NIST SP 800-45 pro-
vides agencies with comprehensive 
information about protecting the 
computer and network systems that 
interact with and serve the public. 
NIST publications are developed pri-
marily for the federal community, but 
should be useful to individuals, the 
private sector, and other public sector 
organizations. Other recent publica-
tions covering the security of publicly 
accessible systems include NIST SP 
800-44, Security of Public Web Servers, 
and NIST SP 800-46, Security for 
Telecommuting and Broadband Com-
munications. Summaries of these pub-
lications were featured in the 
November and December bulletins in 
this series.  Information technology 
security publications and ITL bulle-
tins are available in electronic format 
from the NIST website: http://csrc.
nist.gov/publications/

Vulnerabilities of Mail Servers 
and Clients

After web servers, an organization’s 
mail servers are typically the most fre-
quent targets of attack as both mail 
servers and public web servers com-
municate to some degree with 
unknown parties, who may or may 
not be trustworthy. Attackers, with 
their thorough understanding of the 
supporting computing and network-
ing technologies, have been successful 
in exploiting weaknesses in mail servers 
and clients.  
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Mail servers and clients can be vulner-
able to events such as:   

❑ Denial of service (DoS) attacks that 
are directed to the mail server or its 
supporting network which can deny 
or hinder access to the mail server 
by valid users.

❑ Sensitive information on the mail 
server may be disclosed or changed 
in an unauthorized manner.

❑ Sensitive information that is trans-
mitted unencrypted between mail 
server and email client may be inter-
cepted. For example, the email soft-
ware may default to sending 
usernames, passwords, and the 
email message itself without the 
protection of encryption.  

❑ Information within the email mes-
sage may be altered at some point 
between the sender and recipient.

❑ A successful attack on a mail server 
can be used to gain unauthorized 
access to resources elsewhere in the 
organization’s computer network, 
including user passwords and other 
computers on the network.

❑ A mail server that has been attacked 
can be used to attack another orga-
nization’s network, perhaps creat-
ing liability for damages to the 
sending organization.

❑ Attackers may use the organization’s 
mail server to send email-based 
advertisements (commonly referred 
to as spam).

❑ Viruses and other types of malicious 
code may be distributed to comput-
ers throughout an organization via 
email.

❑ Users may send inappropriate, pro-
prietary, or other sensitive informa-
tion via email. This could expose 
the organization to legal actions.

What Can Be Done to Improve 
Email Security

Mail servers, mail clients, and the net-
work infrastructure that supports 
them must be protected to avoid the 
conditions that can lead to damage, 
compromise of information, and 
inconvenience. With good planning 
and rigorous implementation of 
secure configurations and operational 
procedures, organizations can operate 

successful electronic mail operations 
while protecting their networks and 
information resources. 

The following actions will help orga-
nizations to improve their email 
security:

■ Plan carefully and address the secu-
rity aspects of the deployment of a 
mail server.

Careful planning is the essential 
first step to assuring that mail serv-
ers have been installed, configured, 
and implemented in a secure man-
ner. It is more difficult to address 
security issues once deployment and 
implementation have been com-
pleted. A detailed and well-designed 
deployment plan enables the orga-
nization to make prudent decisions 
regarding the tradeoffs between 
usability, performance, and risks. A 
deployment plan makes it possible 
to maintain secure configurations 
and identify security vulnerabilities. 

All mail server activities should be 
carried out in compliance with the 
organization’s plans and policies. 
Plans and policies should support 
the application of consistent man-
agement controls across the entire 
organization. This is essential in 
order to avoid variations in controls 
that can result when the informa-
tion technology support staff 
becomes fragmented within the 
organization. 

The following items should be con-
sidered when planning a mail 
server:

❑ Identify the purpose of the mail 
server and the information to be 
processed on or transmitted 
through the mail server.

❑ Identify the security requirements 
of the information.

❑ Identify other services to be pro-
vided by the mail server and their 
security requirements.

❑ Identify the location of the mail 
server, the network services to be 
provided, and the network service 
software on both the clients and 
the server.

❑ Identify the users or categories of 
users of the mail server and any 
support hosts.

❑ Determine the privileges that 
each category of user will have on 
the mail server and support hosts.

❑ Consider issues such as authenti-
cation methods, enforcement of 
access rules, cost, and compatibil-
ity with the existing infrastruc-
ture, employee skills, and 
vulnerabilities.

❑ Work closely with vendors in the 
planning stage.

The deployment plan should 
address the human resource require-
ments for both the deployment and 
the operational phases of the mail 
server and its supporting infrastruc-
ture. The following issues should be 
covered in the deployment plan:

❑ The types of personnel required, 
including the system and mail 
server administrators, network 
administrators, and information 
systems security officers (ISSOs).

❑ The skills and training required 
by assigned personnel.

❑ The levels of effort required of 
specific individuals and of the 
entire staff involved in deploying 
and operating the mail server.

■ Implement appropriate security 
management practices and controls 
to assure that the mail server is 
maintained and operated securely.  

Protecting the operating system 
helps to protect the mail server from 
exposure to danger.  Appropriate 
management practices are essential 

ITL Bulletins Via E-Mail

We now offer the option of delivering 
your ITL Bulletins in ASCII format 
directly to your e-mail address. To 
subscribe to this service, send an e-mail 
message from your business e-mail 
account to listproc@nist.gov with the 
message subscribe itl-bulletin, and your 
name, e.g., John Doe. For instructions 
on using listproc, send a message to 
listproc@nist.gov with the message 
HELP. To have the bulletin sent to an 
e-mail address other than the From 
address, contact the ITL editor at 
301-975-2832 or 
elizabeth.lennon@nist.gov.
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to operating and maintaining a 
secure mail server. Security practices 
include the identification of an orga-
nization’s information system assets 
and the development, documenta-
tion, and implementation of policies, 
standards, procedures, and guide-
lines. The goal is to ensure the confi-
dentiality, integrity, and availability 
of information system resources.

The following practices are 
recommended.

❑ Create an organizational-wide 
information system security pol-
icy that states the basic policy and 
outlines responsibilities within 
the organization for carrying out 
the policy.  

❑ Control and manage the modifi-
cations to a system’s design, hard-
ware, firmware, and software to 
assure consistency in handling 
changes and protection against 
improper modifications.  

❑ Establish risk assessment and 
management procedures to col-
lect and analyze data about assets, 
threats, and vulnerabilities. Based 
on the analysis of risks, select and 
implement controls to reduce 
risks to a level acceptable to the 
organization.

❑ Develop standardized software 
configurations for widely used 
systems and applications. This 
will provide guidance to mail 
server and network administra-
tors on secure configurations 
that satisfy the information sys-
tem security policy of the 
organization.    

❑ Use security awareness and train-
ing programs to make users and 
administrators aware of their 
security responsibilities, correct 
practices, and individual 
accountability.   

❑ Carry out contingency planning, 
continuity of operations, and 
disaster recovery planning to 
maintain operations if there are 
disruptions.

❑ Apply certification and accredita-
tion techniques to analyze how 
well a system meets its security 

requirements. Document man-
agement acceptance of the analy-
sis and the extent to which the 
system meets the technical 
requirements for security.

■ Ensure that the mail server operat-
ing system is deployed, configured, 
and managed to meet the security 
requirements of the organization.

The operating system that supports 
the mail servers must be secure. It is 
important to check the hardware 
and software configurations, which 
may have been set originally to 
emphasize features, functions, and 
ease of use, rather than the security 
of the system. Since each organiza-
tion has unique security needs, the 
mail server administrator should 
configure new servers to meet the 
organization’s requirements. As 
requirements change, systems 
should be reconfigured. NIST SP 
800-45 provides references and 
information about automated tools 
to help mail server administrators 
develop and maintain operating sys-
tem security. To secure the operat-
ing system, follow these steps:

❑ Patch and upgrade the operating 
system to correct known 
vulnerabilities.

❑ Remove or disable all unnecessary 
services and applications, and 
enable only those services that are 
required by the mail server.

❑ Configure the operating system 
to authenticate users.  

❑ Configure access controls to spec-
ify access privileges to files, directo-
ries, devices, and other resources.

❑ Test the security of the operating 
system periodically to identify 
vulnerabilities and to validate the 
effectiveness of security measures.

■ Be sure that the mail server appli-
cation is deployed, configured, and 
managed to meet the security 
requirements of the organization.

In general, the same steps that are 
recommended for protecting the 
operating system also apply to the 
secure installation and configura-
tion of the mail server application. 

The goal is to install the minimal 
amount of mail server services 
required and to eliminate any 
known vulnerabilities through 
patches or upgrades. The following 
steps should be followed to secure 
the mail server application:  

❑ Patch and upgrade the mail server 
application to correct for any 
known vulnerabilities.

❑ Remove or disable unnecessary 
services, scripts, applications, and 
sample content.

❑ Configure mail servers to require 
authentication of users.

❑ Configure mail servers to imple-
ment the same or more restrictive 
controls on access to resources as 
those enforced by the operating 
system.

❑ Test the security of the mail 
server application.

■ Consider implementing and using 
cryptography to protect user 
authentication and mail data.

Cryptographic functions have been 
added to standard email protocols to 
allow for encryption of the message, 
authentication of sending party, 
non-repudiation of the message, and 
integrity of the message. Mail proto-
cols can be attacked when they 
default to unencrypted user authen-
tication and send email data in the 
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Administration, U.S. Department of 
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proof-of-concept implementations, and 
technical analyses that help to advance the 
development and use of new information 
technology. We seek to overcome barriers 
to the efficient use of information 
technology, and to make systems more 
interoperable, easily usable, scalable, and 
secure than they are today. Our website is 
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clear (unencrypted).  Attackers can 
intercept this data, compromise a 
user’s account, and alter unencrypted 
messages. At a minimum, organiza-
tions should consider encrypting the 
user authentication information even 
if they do not encrypt the email mes-
sage. Encrypted user authentication 
is now supported by most standard 
and proprietary mailbox protocols.

There are many issues to be consid-
ered regarding the encryption of 
email. Encrypting email places a 
greater load on the user’s computer 
and on the organization’s network 
infrastructure. Encryption may 
complicate virus scanning and mail 
content filtering, and usually entails 
significant administrative overhead. 
However, for many organizations, 
the benefits of email encryption will 
outweigh the costs.

■ Use the network infrastructure to 
protect the mail servers.

The network infrastructure, includ-
ing the firewalls, routers, and intru-
sion detection systems that support 
the mail server, plays a critical role 
in maintaining the security of the 
mail server. In most configurations, 
the network infrastructure will be 
the first line of defense between 
potential attackers using the Inter-
net and the mail server. Network 
design alone, however, cannot pro-
tect a mail server. Attacks have been 
too frequent, sophisticated, and var-
ied. The best defense is through the 
application of diverse and layered 
protection mechanisms.

■ Continue to maintain the security of 
mail servers in an ongoing process.

Maintaining a secure mail server 
requires continued effort, resources, 
and vigilance from an organization. 
Daily attention to the administra-
tion of a mail server is essential. The 
following steps are recommended 
for maintaining the security of mail 
servers:

❑ Configure, protect, and analyze 
the log files of information about 
access and use of the mail server.

❑ Back up the data on the mail 
server frequently.

❑ Analyze intrusions and protect 
against malicious code (e.g., 
viruses, worms, Trojan horses).

❑ Establish and follow procedures 
for recovering from compromise.

❑ Test and apply patches in a timely 
manner.

❑ Test the security of the system 
periodically.

About Standards for Secure 
Electronic Mail 

Standards are critical to the successful 
exchange of email. Standards for elec-
tronic mail have been developed by the 
Internet Engineering Task Force 
(IETF), a large open international com-
munity of network designers, operators, 
vendors, and researchers, who are con-
cerned with the evolution and opera-
tion of the Internet architecture. The 
standards cover the composition, for-
matting, transmission, delivery, and 
storage of email, and they often refer-
ence other standards issued by the 
International Organization for Stan-
dardization (ISO) and the International 
Telecommunication Union (ITU). The 
handling of an email message involves 
many complex steps, and the use of 
standards makes it possible for different 
systems to interchange messages. The 
relevant IETF documents for standard 
electronic mail are listed in Appendix B 
of NIST SP 800-45.

■ Standards for Encryption  

Pretty Good Privacy (PGP) and the 
Secure Multipurpose Internet Mail 
Extensions (S/MIME) are the princi-
pal mechanisms used to secure email 
content from end to end.  Both tech-
niques are based, in general, on pub-
lic key cryptography processes. A 
user has a pair of related keys: a pub-
lic key that is available openly and a 
private key that is held exclusively by 
its owner. The recipient’s public key 
is used to send encrypted informa-
tion that can be decrypted only with 
the private key. The sender’s private 
key is used to send digitally signed 
information that can be verified for 
authenticity by anyone holding the 
corresponding public key. Digital 
signature techniques use a crypto-
graphic hash function to create a 

digest of the message being sent. 
This digest can be signed more effi-
ciently than the entire message.  

PGP and S/MIME differ in their 
approach to key management. 
Some versions of PGP have no cen-
tral key issuing or approving 
authority, and its users exercise 
management and control. S/MIME 
and newer versions of PGP use a 
hierarchical model involving a mas-
ter registration and approving 
authority, and subordinate local reg-
istration authorities.  This Public 
Key Infrastructure (PKI) provides a 
mechanism to authenticate users 
and protect the confidentiality of 
email. See Chapter 3 of NIST SP 
800-45 for details about the advan-
tages and disadvantages of PGP and 
S/MIME systems.  

NIST SP 800-49, Federal S/MIME 
V3 Client Profile, issued in Septem-
ber 2002, provides specifications for 
adding cryptographic security ser-
vices to the standard mail protocol. 
Based on the Multipurpose Internet 
Mail Extensions (MIME) standard, 
S/MIME allows for the addition of 
services, such as authentication, 
non-repudiation of origin, message 
integrity, and message privacy.

■ Federal Information Processing 
Standards

Standards for the cryptographic 
techniques used for encryption, key 
management, and digital signatures 
within the secure email end-to-end 
process include the following Fed-
eral Information Processing 
Standards (FIPS):

❑ FIPS 46-3, Data Encryption 
Standard (DES), in triple DES 
mode (3DES) for data 
encryption.

❑ FIPS 197, Advanced Encryption 
Standard (AES), for data 
encryption.

❑ FIPS 186-2, Digital Signature 
Standard (DSS), for digital signa-
tures. The DSS specifies the  Dig-
ital Signature Algorithm (DSA) 
and allows the use of digital sig-
nature techniques specified in 
American National Standards 
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Institute (ANSI) X9.31, Digital 
Signatures Using Reversible Public 
Key Cryptography for the Financial 
Services Industry (rDSA), and 
ANSI X9.62, Elliptic Curve 
Digital Signature Algorithm 
(ECDSA).

❑ FIPS 180-2, Secure Hash Algo-
rithm (SHA-1), for hashing 
(effective February 2003).

Information about these and related 
FIPS is available at: http://csrc.nist.
gov/publications/fips/index.html

Summary

Organizations and individuals benefit 
when electronic mail and mail systems 
are protected. Mail systems available 
to public access can be vulnerable to 
misuse, unauthorized access, and 
denial of services. However, the risks 
of operating, implementing, and 
maintaining electronic mail systems 
can be managed through careful plan-
ning, secure configuration of systems, 
and continued attention to implemen-
tation and maintenance.

Disclaimer: Any mention of commercial products 
or reference to commercial organizations is for 
information only; it does not imply recommenda-
tion or endorsement by NIST nor does it imply 
that the products mentioned are necessarily the best 
available for the purpose.
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